
 

10 अगस्त 2022 
िडिजटल उधार पर कायर् दल  क� िसफा�रश� - कायार्न्वयन   

 

1. �रज़वर् ब�क को दशे क� ऋण �णाली को इसके लाभाथर्01 प�रचािलत करने हतेु सांिविधक अिधदशे ह।ै इस 
�यास म�, �रज़वर् ब�क न ेिव�ीय �णाली, उत्पाद� और ऋण िवतरण प�ितय� म� नवोन्मेष को �ोत्सािहत 
�कया ह,ै साथ ही उनक� �विस्थत संवृि� सुिनि�त क� ह,ै िव�ीय िस्थरता को बनाए रखा ह ैऔर 
जमाकतार्� और �ाहक� के िहत� क� सुरक्षा सुिनि�त क� ह।ै हाल ही म�, ऋण उत्पाद� के िडजाइन और 
िवतरण तथा िडिजटल उधार1

2 के माध्यम से उनक� स�वर्�संग के नवीन तरीक� ने �मुखता �ा� क� ह।ै 
तथािप, कुछ �चंताएँ भी सामने आई ह�, िजन्ह� य�द कम नह� �कया गया, तो िडिजटल उधार �दान वाले 
पा�रिस्थितक� तं� म� जनता का िव�ास कम हो सकता ह।ै �चंता मुख्य �प से तीसरी पाट� का  
अिनयंि�त कायर्, गलत िब��, डेटा गोपनीयता का उल्लंघन, अनुिचत �ावसाियक आचरण, अत्यिधक 
ब्याज दर लगाने, अनैितक वसूली प�रपा�टय�  से संबंिधत ह।ै  
 

2.  इस पृ�भूिम म�, �रज़वर् ब�क ने 13 जनवरी 2021 को ‘ऑनलाइन प्लेटफ़ॉमर् और मोबाइल ऐप के माध्यम 
से ऋण दने े सिहत िडिजटल उधार’ पर एक कायर् दल (डब्ल्यूजीडीएल) का गठन �कया था। 
डब्ल्यूजीडीएल �ारा �स्तुत �रपोटर् को भारतीय �रज़वर् ब�क क� वेबसाइट पर रखा गया था, िजस पर 
िहतधारक� और जनता के सदस्य� क� �टप्पिणयां आमंि�त क� गई थ�। िविभ� �कार के िहतधारक� से 
�ा� इनपुट को ध्यान म� रखते �ए, िविनयामक �चंता� को कम करते �ए िडिजटल उधार प�ितय� के 
माध्यम से ऋण िवतरण के �विस्थत संवृि� का समथर्न करने के िलए एक िविनयामक ढांचा तैयार 
�कया गया ह।ै यह िविनयामक ढाचंा इस िस�ांत पर आधा�रत ह ै�क उधार दनेे का कारोबार केवल उन 
संस्था� �ारा �कया जा सकता ह ै िजन्ह� या तो �रज़वर् ब�क �ारा िविनयिमत �कया जाता ह ैया �कसी 
अन्य कानून के अंतगर्त ऐसा करने क� अनुमित दी गई ह।ै  

 

3. िडिजटल उधारदाता� को तीन समूह� म� वग�कृत �कया गया ह–ै 
 

ए) आरबीआई �ारा िविनयिमत और उधार कारोबार करने क� अनुमित �ा� संस्थाएं;  
बी) अन्य सांिविधक/िविनयामक �ावधान� के अनुसार उधार दनेे के िलए अिधकृत संस्थाएं परंतु 
आरबीआई �ारा िविनयिमत नह�;  
सी) �कसी भी सांिविधक/िविनयामक �ावधान� के दायरे से बाहर उधार दनेे वाली संस्थाएं।  

 
     �रज़वर् ब�क का िविनयामक ढांचा आरबीआई क� िविनयिमत संस्था� (आरई) और िविभ� अनुमेय 
ऋण सुिवधा सेवा� को �दान करने हतेु उनके �ारा िनयु� ऋण सेवा �दाता� (एलएसपी)2

3 के 
                                            
1 भारतीय �रज़वर् ब�क अिधिनयम, 1934, �स्तावना। 
2 एक दरूस्थ और स्वचािलत उधार ���या, मुख्य �प से �ाहक अिध�हण, ऋण मूल्यांकन, ऋण अनुमोदन, संिवतरण, वसूली और संबंिधत �ाहक सेवा म� सहज 
िडिजटल �ौ�ोिग�कय� के उपयोग।   
3 एक िविनयिमत इकाई का एक एज�ट जो आरई से शुल्क लेता ह,ै �ाहक अिध�हण, हामीदारी समथर्न, मूल्य िनधार्रण समथर्न, संिवतरण, स�वर्�संग, िनगरानी, सं�ह, िविश� ऋण या 
ऋण पोटर्फोिलयो क� वसूली म� ऋणदाता के एक या अिधक कायर् करता ह।ै  
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िडिजटल ऋण पा�रिस्थितक� तं� पर क� ��त ह।ै जहां तक दसूरी �ेणी [उपयुर्� 3(बी)] म� आने वाली 
संस्था� का संबंध ह,ै संबंिधत िविनयामक/िनयं�क �ािधकारी डब्ल्यजूीडीएल क� िसफा�रश� के आधार 
पर िडिजटल उधार पर उिचत िनयम/िविनयम बनाने या अिधिनयिमत करने पर िवचार कर सकते ह�। 
तीसरी �ेणी [उपयुर्� 3 (सी)] म� संस्था� के िलए, डब्ल्यूजीडीएल न ेऐसी संस्था� �ारा क� जा रही 
अवैध उधार गितिविध को रोकने के िलए क� � सरकार �ारा िवचार हतेु िविश� िवधायी और संस्थागत 
हस्तके्षप का सुझाव �दया ह।ै  

4. उपरो� पृ�भिूम म�, आरबीआई न ेडब्ल्यजूीडीएल �ारा क� गई िसफा�रश�3

4 क� जांच क� ह।ै तत्काल 
कायार्न्वयन के िलए स्वीकृत िसफा�रश� और प�रणामी िनयामक �ख अनुबंध-I के �प म� संल� ह�। आरई, 
उनके एलएसपी, आरई के िडिजटल ल��डगं ऐप (डीएलए)4

5, आरई �ारा लगे एलएसपी के डीएलए �ारा 
पालन क� जान ेवाली आवश्यकता� क� कुछ मुख्य िवशेषताएं इस �कार ह�: 

ए. �ाहक सरंक्षण और आचरण के म�ेु– 
 
i. सभी ऋण संिवतरण और पनुभुर्गतान केवल उधारकतार् के ब�क खात� और आरई के बीच 

एलएसपी या �कसी तीसरी पाट�  के पास-�ू/पूल खाते के िबना िनष्पा�दत �कए जाने क� 
आवश्यकता ह।ै 

ii. ऋण  मध्यस्थता ���या म� एलएसपी को दये �कसी भी शुल्क, �भार  आ�द का भुगतान 
सीधे आरई �ारा �कया जाएगा, न �क उधारकतार् �ारा। 

iii. ऋण संिवदा  िनष्पा�दत करने से पहले उधारकतार् को एक मानक�कृत मुख्य तथ्य िववरण 
(केएफएस) �दान �कया जाना चािहए।  

iv. वा�षर्क �ितशत दर (एपीआर)5

6 के �प म� िडिजटल ऋण� क� सभी समावेशी लागत को 
उधारकतार्� को �कट करना आवश्यक ह।ै एपीआर भी केएफएस का िहस्सा बनेगा।  

v. उधारकतार् क� स्प� सहमित के िबना ऋण सीमा म� स्वत: वृि� िनिष� ह।ै 
vi. कू�लंग-ऑफ/लुक-अप अविध, िजसके दौरान उधारकतार् िबना �कसी दडं के मूलधन और 

आनुपाितक एपीआर  का भुगतान करके िडिजटल ऋण से बाहर िनकल सकते ह�, ऋण 
संिवदा  के िहस्से के �प म� �दान �कया जाएगा। 

vii. आरई यह सुिनि�त कर�ग े �क उनके और उनके �ारा िनयु� एलएसपी के पास 
�फनटेक/िडिजटल ऋण संबंधी िशकायत� से िनपटने के िलए एक उपयु� नोडल िशकायत 
िनवारण अिधकारी होगा। ऐसे िशकायत िनवारण अिधकारी अपने संबंिधत डीएलए के 
िव�� िशकायत� से भी िनपट�गे। िशकायत िनवारण अिधकारी का िववरण आरई, उसके 
एलएसपी और डीएलए, जैसा लाग ूहो, क� वेबसाइट पर �मुखता से दशार्या जाएगा।  

viii. आरबीआई के मौजूदा �दशािनद�श� के अनुसार, य�द उधारकतार् �ारा दजर् क� गई कोई 
िशकायत िनधार्�रत अविध (वतर्मान म� 30 �दन�) के भीतर आरई �ारा हल नह� क� जाती 
ह,ै तो वह �रज़वर्  ब�क - एक�कृत लोकपाल योजना (आरबी-आईओएस) 7 के अंतगर्त  
िशकायत दजर् कर सकता ह।ै    

                                            
4 शब्द 'िसफा�रश�' डब्ल्यूजीडीएल क� िसफा�रश� और सुझाव� दोन� को सदं�भर्त करता ह।ै 
5 उपयोगकतार् इंटरफ़ेस के साथ मोबाइल और वेब-आधा�रत एिप्लकेशन जो एक िडिजटल ऋणदाता से उधारकतार् �ारा उधार लेने क� सुिवधा �दान करते ह�। डीएलए म� आरई के साथ-
साथ एलएसपी �ारा सचंािलत ऐप शािमल ह�गे जो �कसी भी ऋण  सुिवधा सेवा� के िवस्तार के िलए आरई �ारा लगे �ए ह�। 
6 एपीआर एक सवर्-समावेशी लागत और मा�जर्न पर आधा�रत होगा िजसम� आकिस्मक �भार जैस ेदडं �भार, दरे स ेभुगतान �भार, आ�द को छोड़कर िनिध  लागत, ऋण  लागत और 
प�रचालन लागत, �संस्करण शुल्क, सत्यापन शुल्क, रखरखाव शुल्क आ�द शािमल ह�। मुख्य तथ्य िववरण (केएफएस) के िहस्से के �प म� एपीआर को उधारकतार् को अि�म �प स े�कट 
�कया जाना चािहए।  
7 https://www.rbi.org.in/Scripts/BS_PressReleaseDisplay.aspx?prid=52549 

https://www.rbi.org.in/Scripts/BS_PressReleaseDisplay.aspx?prid=52549
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बी. �ौ�ोिगक� और डेटा आवश्यकताएँ  
 

i. डीएलए �ारा एक� �कया गया डेटा आवश्यकता आधा�रत होना चािहए, स्प� ऑिडट 
�ेल्स होना चािहए और केवल उधारकतार् क� पूवर् स्प� सहमित से ही �कया जाना चािहए। 

ii. उधारकतार्� के िलए िविश� डेटा के उपयोग के िलए सहमित को स्वीकार या अस्वीकार 
करने का िवकल्प �दान �कया जा सकता ह,ै िजसम� डीएलए / एलएसपी �ारा 
उधारकतार्� से एक� �कए गए डेटा को हटाने के िवकल्प के अलावा, पहल े दी गई 
सहमित को र� करने का िवकल्प भी शािमल ह।ै 

सी. िनयामक ढाचंा  
 

i. डीएलए (या तो आरई या आरई �ारा लग ेएलएसपी) के माध्यम से �ा� �कसी भी उधार 
को आरई �ारा इसक� �कृित या अविध के बावजूद साख  सूचना कंपिनय� (सीआईसी) को 
सूिचत �कया जाना आवश्यक ह।ै 

ii. आरई �ारा मच�ट प्लेटफॉमर् पर  अल्पाविध ऋण  या आस्थिगत भगुतान सिहत  �दान �कए 
जाने वाले सभी नए िडिजटल ऋण उत्पाद� क� सूचना आरई �ारा सीआईसी को सूिचत 
�कया जाना आवश्यक ह।ै 
 

5. सै�ांितक �प से स्वीकृत िसफा�रश�, िजसे और जाचं क� आवश्यकता ह,ै उन्ह� अनुबंध-II के �प म� 
सूचीब� �कया गया ह।ै  

6. तकनीक� ज�टलता�, संस्थागत तं� क� स्थापना और िवधायी हस्तके्षप� के म�ेनजर भारत सरकार और 
अन्य िहतधारक� के साथ �ापक जुड़ाव क� आवश्यकता वाली िसफा�रश� अनुबंध-III म� सूचीब� ह�।  

7. आरबीआई क� सभी िविनयिमत संस्था� को सूिचत �कया जाता  ह ै�क वे इस �ेस �काशनी  म� बताए 
गए िनयामक �ख से िनद�िशत ह�। यह ध्यान �दया जाना चािहए �क आरई और एलएसपी/डीएलए को 
शािमल करने वाली �कसी भी �कार क� आउटसो�स�ग �वस्था, आउटसो�स�ग पर मौजदूा �दशािनद�श�7

8  
के अधीन होगी। आरई को यह सुिनि�त करने हतेु सूिचत �कया जाता  ह ै�क एलएसपी/डीएलए अनुबंध-
I म� िनधार्�रत अपेक्षा�  को भी कायार्िन्वत करते ह�, जैसा लाग ूहो और अपेक्षा� के कायार्न्वयन को 
सुिनि�त करने का दाियत्व आरई के पास होगा। िवस्तृत िनद�श अलग से जारी �कए जाएंगे।    

 

 

 
 
 
                             (योगशे दयाल)   

�से �काशनी: 2022-2023/689                                                             मुख्य महा�बंधक 
 
 
 

                                            
8 01 जुलाई 2015 के "ऋण और अि�म - सांिविधक और अन्य �ितबंध" पर मास्टर प�रप� के पैरा 2.6, समय-समय पर यथा संशोिधत  �दनांक 03 नवंबर 2006 के प�रप� के 
माध्यम स ेजारी �कए गए ब�क� �ारा िव�ीय सवेा� क� आउटसो�स�ग म� जोिखम �बंधन और आचार संिहता पर �दशािनद�श, �दनांक 01 िसतंबर 2016 के  "मास्टर िनदशे - गैर-ब��कंग 
िव�ीय कंपनी – �णालीगत �प स ेमहत्वपूणर् जमा न स्वीकार करने वाली कंपनी और जमा स्वीकार करने वाली कंपनी (�रज़वर् ब�क) िनदशे, 2016" के पैरा 120 और 120 ए, �दनांक 
01 िसतंबर 2016 'मास्टर िनदशे  - गैर-ब��कंग िव�ीय कंपनी - अ�णालीगत �प स ेमहत्वपूणर् जमा न स्वीकार करने वाली कंपनी (�रज़वर् ब�क) िनदशे, 2016' के  पैरा 106 और 106 
ए, �दनांक 28 जून 2021 के  'सहकारी ब�क� �ारा िव�ीय सेवा� क� आउटसो�स�ग म� जोिखम �बंधन के िलए �दशािनद�श', और �रज़वर् ब�क �ारा समय-समय पर जारी अन्य संबंिधत 
िनदशे। 

https://www.rbi.org.in/hindi/scripts/MasterCircular.aspx?ID=5623
https://old.rbi.org.in/hindi/scripts/Notifications.aspx?Id=523&Mode=0
https://www.rbi.org.in/hindi/scripts/MasterDirections.aspx?ID=6924
https://www.rbi.org.in/hindi/scripts/MasterDirections.aspx?ID=6924
https://www.rbi.org.in/hindi/scripts/MasterDirections.aspx?ID=6376
https://www.rbi.org.in/hindi/scripts/MasterDirections.aspx?ID=6376
https://www.rbi.org.in/hindi/Scripts/Notifications.aspx?Id=6827&Mode=0
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ANNEX – I  
Recommendations accepted for Immediate Implementation 

Para of 
the WGDL 
Report for 
Reference 

Gist of 
Recommendation/ 
suggestion 

Status and future course of 
action  

A: Customer Protection & Conduct Requirements 

(3.4.1.2) 

i) Direct execution of 

loan servicing, 

repayment etc. in a 

bank account of 

the balance sheet 

lenders and 

disbursements into 

the bank account 

of the borrower. 

Borrowers having 

only PPI account, 

and no bank 

account, can be 

disbursed loan in 

fully KYC 

compliant PPIs  

ii) Any fees etc. 

payable to LSPs to 

be paid by the 

lenders, and not 

received by them 

directly from the 

borrower  

i) REs have to ensure that all loan 

servicing, repayment, etc., shall be 

executed directly in their bank 

account without any pass-through 

account/ pool account of any third 

party. The disbursements shall 

always be made into the bank 

account of the borrower. 

Exceptions would be considered 

for disbursals covered exclusively 

under statutory or regulatory 

mandate, flow of money between 

REs for co-lending transactions, 

and disbursals where loans are 

mandated for specified end-use as 

per regulatory guidelines of RBI or 

of any other regulator.   

 

ii) REs to ensure that any fees, etc. 

payable to LSPs is paid directly by 

them (REs) and are not charged 

by LSP to the borrower directly. 

(5.4.3.1) 

Standard definitions for 

the cost of digital Short 

Term Consumer Credit 

(STCC)/ micro credit as 

Annual Percentage Rate 

(APR)  

All-inclusive cost of digital loans as an 

Annual Percentage Rate (APR) to be 

disclosed upfront by REs.  

(4.4.1.3) Each DLA owner, i) REs shall ensure that they and the 
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including relevant LSPs, 

should have a suitably 

competent nodal officer to 

deal with FinTech related 

issues 

 

LSPs engaged by them shall have 

a suitable nodal grievance 

redressal officer to deal with 

FinTech/ digital lending related 

complaints/ issues raised by the 

borrowers. Such grievance 

redressal officer shall also deal 

with complaints against their 

respective DLAs. Contact details 

of such officers shall be displayed 

on the website of the RE, its LSPs 

and on DLAs prominently and also 

in the KFS provided to the 

borrower. Further, information on 

the mode of lodging complaint 

shall also be available on the DLA 

and on the website. It is reiterated 

that responsibility of grievance 

redressal shall continue to remain 

with the RE.  

ii) As per extant RBI guidelines, if 

any complaint lodged by the 

borrower is not resolved by the RE 

within the stipulated period 

(currently 30 days), he/she can 

lodge a complaint over the 

Complaint Management System 

(CMS) portal or other prescribed 

modes under the Reserve Bank-

Integrated Ombudsman Scheme 

(RB-IOS).   

(5.4.1.3)/ 

(4.4.1.3) 

i) Key fact statement 

(KFS) in 

standardized 

format for all digital 

lending products 

i) REs to provide a Key Fact 

Statement (KFS) to the borrower 

before the execution of the 

contract in standardized format for 

all digital lending products. Any 
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ii) Digitally signed 

documents 

supporting 

important 

transactions 

through DLAs 

should 

automatically flow 

to registered/ 

verified email of 

the borrower 

fees, charge, etc., which is not 

mentioned in the KFS cannot be 

charged by the REs to the 

borrower at any stage during the 

term of the loan. The KFS, apart 

from other necessary information, 

shall contain the following: 

a. Details of APR, 

b. Terms and Conditions of 

recovery mechanism, 

c. Details of grievance 

redressal officer designated 

specifically to deal with 

digital lending/ FinTech 

related matter, 

d. Cooling-off/ look-up period. 

Till the time the format of KFS is 

prescribed, the format given in 

Annex II to the Master Direction - 

Reserve Bank of India (Regulatory 

Framework for Microfinance 

Loans) Directions, 2022 dated 

March 14, 2022, can be used to 

the extent applicable. 

 

ii) REs to ensure that digitally signed 

documents supporting important 

transactions through DLAs of 

REs/LSPs, such as KFS, summary 

of product, sanction letter, terms 

and conditions, account 

statements, privacy policies of the 

LSPs with respect to borrowers’ 

data, etc., shall automatically flow 

from the lender to the registered/ 

verified email/ SMS of the 

https://www.rbi.org.in/Scripts/BS_ViewMasDirections.aspx?id=12256
https://www.rbi.org.in/Scripts/BS_ViewMasDirections.aspx?id=12256
https://www.rbi.org.in/Scripts/BS_ViewMasDirections.aspx?id=12256
https://www.rbi.org.in/Scripts/BS_ViewMasDirections.aspx?id=12256
https://www.rbi.org.in/Scripts/BS_ViewMasDirections.aspx?id=12256
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borrower upon execution of the 

loan contract/ transactions.  

(5.4.2.2) 

Prohibition on automatic 

increases in credit limits 

except with customer’s 

explicit consent. 

REs to ensure that automatic increases 

in credit limits are prohibited unless 

explicit consent of borrower is taken on 

record for each such increase.  

(3.4.2.4) 

Publishing the list of 

LSPs engaged by REs on 

their website. 

REs shall publish the list of LSPs (and 

DLAs, if any) engaged by them along 

with the details of the activities for which 

they have been engaged, on their 

website. 

(5.4.2.1) 

Lenders to capture the 

economic profile of 

borrower and assess the 

borrower’s 

creditworthiness in an 

auditable way 

REs may capture the economic profile of 

the borrowers (age, occupation, income 

etc) before extending any loans over 

DLAs, with a view to assess the 

borrower’s creditworthiness in an 

auditable way. 

(5.4.1.2) 

i) A cooling off/ look-

up period of 

certain days for all 

digitally obtained 

loans 

ii) Education to users 

at on-

boarding/sign-up 

stage about the 

product features 

by DLAs. 

i) A cooling off/ look-up period as 

determined by the Board of RE 

shall be given to borrowers for 

exiting digital loans in case 

borrower decides to not continue 

with the loan during that period, by 

paying the principal and 

proportionate APR without any 

penalty. For borrowers continuing 

with the loan even after look-up 

period, pre-payment shall continue 

to be allowed as per extant RBI 

guidelines9 on the matter.  

 

ii) REs to ensure that their DLAs or 

DLAs of their LSPs at on-

boarding/sign-up stage, 

                                            
9 In terms of Circular DBR.Dir.BC.No.08/13.03.00/2019-20 for banks and DNBR (PD) CC.No.101/03.10.001/2019-20 for NBFCs 
on “Levy of Foreclosure Charges /Pre-payment Penalty on Floating Rate Term Loans”, both dated August 02, 2019. 

https://www.rbi.org.in/Scripts/NotificationUser.aspx?Id=11646&Mode=0
https://www.rbi.org.in/Scripts/NotificationUser.aspx?Id=11647&Mode=0
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prominently display information 

relating to the product features, 

loan limit and cost, etc. so as to 

make the borrowers aware about 

these aspects. 

(5.4.4.3) 

i) Enhanced due 

diligence by the 

Balance Sheet 

Lenders before 

entering into 

partnership with an 

LSP 

ii) Communication 

from the lender to 

the borrower about 

the details of LSPs 

who have sourced 

the loan and prior 

communication 

about the LSP 

entrusted with 

recovery 

iii) Periodic review of 

the conduct of the 

LSPs engaged in 

recovery 

iv) Standardized code 

of conduct for 

recovery to be 

framed by the 

proposed SRO in 

consultation with 

RBI. 

i) REs must conduct enhanced due 

diligence process before entering 

into a partnership with a LSP for 

digital lending, taking into account 

its technical abilities, data privacy 

policies and storage systems, 

fairness in conduct with borrowers 

and ability to comply with 

regulations and statutes. 

ii) REs to ensure that LSPs engaged 

by them do not store personal 

information of borrowers except for 

some basic minimal data (viz. 

name, address, contact details of 

the customer, etc.) that may be 

required to carry out their 

operations. Responsibility 

regarding data privacy and 

security of the customer’s personal 

information will be of the RE.  

 

iii) REs to communicate to the 

borrower, at the time of 

sanctioning of the loan and also at 

the time of passing on the 

recovery responsibilities to an LSP 

or change in the LSP responsible 

for recovery, the details of the LSP 

acting as recovery agent who is 

authorised to approach the 

borrower for recovery.  
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iv) REs should carry out periodic 

review of the conduct of the LSPs 

engaged by them. 

 

v) REs should impart necessary 

guidance to LSPs acting as 

recovery agents to discharge their 

duties responsibly.  Further, 

standardized code of conduct for 

recovery is envisaged to be 

framed by the proposed SRO in 

consultation with RBI. Till the time 

SRO is set-up, guidance on fair 

recovery practices to be issued to 

REs by RBI. 

(3.4.3.2) 

i) Regular agenda in 

SLCC covering 

reports on 

unauthorized apps 

in the market 

involved in digital 

lending  

ii) Induction of TRAI 

as member/ need 

based invitee to 

SLCC  

i) There shall be a regular agenda at 

State Level Coordination 

Committee (SLCC) meetings 

covering reports on unauthorized 

apps in the market involved in 

digital lending/ illegal recovery and 

such other types of activities. 

 

ii) Need based invitation to TRAI will 

be taken up with TRAI by the RBI.  

B: Technology & Data Requirements 

(4.4.3.1) 

i) Policy on customer 

consent 

ii) Clear policy 

guidelines 

regarding the 

storage of data. No 

biometric data 

Requirements on data collection and 

usage: 

i) Any collection of data by DLAs 

should be need-based and with 

prior and explicit consent of the 

borrower which can be audited, if 

required. In any case, DLAs 
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related to 

customer due 

diligence should 

be stored in the 

systems 

associated with the 

DLA 

iii) DLA should make 

its comprehensive 

privacy policy 

available in public 

domain.  

 

iv) Details of any third 

parties, that are 

allowed to collect 

personal 

information via 

DLA, have also to 

be disclosed. 

 

v) Standards for 

handling security 

breach. 

 

should desist from accessing 

mobile phone resources such as 

file and media, contact list, call 

logs, telephony functions, etc. A 

one-time access can be taken for 

camera, microphone, location or 

any other facility necessary for the 

purpose of on-boarding/ KYC 

requirements only with the explicit 

consent of the borrower. 

 

ii) The borrower should be provided 

with an option to give or deny 

consent for use of specific data, 

restrict disclosure to third parties, 

data retention, revoke consent 

already granted to collect his 

personal data and if required, 

make the app delete/ forget the 

data.   

 

iii) REs shall ensure that DLAs have 

a comprehensive privacy policy 

compliant with applicable laws, 

associated regulations and RBI 

guidelines. For access and 

collection of personal information 

of borrowers, DLAs of REs/LSPs 

should make the comprehensive 

privacy policy available publicly. 

The purpose of obtaining 

borrowers’ consent needs to be 

disclosed at each stage of 

interface with the borrowers.  
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iv) Details of third parties that are 

allowed to collect personal 

information through the DLA shall 

also be disclosed in the privacy 

policy. Further, explicit consent of 

the borrower shall be taken before 

sharing personal information with 

any third party, except for cases 

where such sharing is required as 

per statutory or regulatory 

requirement. 

 

v) Clear policy guidelines regarding 

the storage of customer data 

including the type of data that can 

be held, the length of time data 

can be held, restrictions on the 

use of data, data destruction 

protocol, standards for handling 

security breach, etc., shall also be 

disclosed by DLAs prominently on 

their website and app at all times. 

No biometric data should be 

stored/ collected in the systems 

associated with the DLA of REs/ 

their LSPs, unless allowed under 

extant statutory guidelines.  

(4.4.1.3) 

i) Each DLA should 

have links to its 

own secured 

website to display 

various information 

required by the 

borrowers 

i) REs to ensure that DLAs of 

REs/LSPs should have links to 

REs’ website where further/ 

detailed information about the loan 

products, the lender, the LSP, 

particulars of customer care, link 

to Sachet Portal, privacy policies, 
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ii) Compliance with 

various basic 

technology 

standards/ 

requirements on 

cybersecurity 

should be a pre-

condition to offer 

digital lending by 

the REs and LSPs 

providing support 

to REs 

 

etc. can be accessed by the 

borrowers.  
 

ii) Compliance with various 

technology standards/ 

requirements on cybersecurity 

stipulated by RBI or other 

agencies, or as may be specified 

from time to time, to be a pre-

condition to offer digital lending by 

the REs and LSPs. 

(4.4.2.2) 

Data should be stored in 

servers located in India 

REs to ensure that all data is stored in 

servers located within India while 

ensuring compliance with statutory 

obligations/ regulatory instructions. 

C: Regulatory Framework 
 

(3.4.1.4)/ 

(3.4.1.2) 

i) Reporting of 

lending done by 

REs through DLAs 

to CICs 

ii) Treating new 

digital lending 

products such as 

BNPL etc. as part 

of lending, if not in 

the nature of 

operational credit 

by merchants 

i) REs to ensure that any lending 

done through DLAs is reported to 

CICs irrespective of its nature/ 

tenor. 

ii) Extension of new digital lending 

products by REs over a merchant 

platform involving short term, 

unsecured/ secured credits or 

deferred payments need to be 

reported to credit bureaus by the 

REs. REs shall ensure that LSPs, 

if any, associated with such 

deferred payment credit products 

shall abide by the extant 

outsourcing guidelines issued by 

the Bank and be guided by the 

contents of this press release.  
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ANNEX- II 
Recommendations accepted in-principle which require further examination  

 
Para of 

the WGDL 
Report for 
Reference 

Status and future course of action 

A: Customer Protection & Regulatory Conduct Requirements 

(3.4.1.4) 

Each access/ enquiry of credit information by any RE or LSP from Credit 

Information Companies shall be conveyed to the borrower through 

email/ SMS. 

(5.4.2.2) 

Scope of the Financial Literacy Centres, Centre for Financial Literacy 

and Electronic Banking Awareness and Training Programmes (E-baat) 

to be expanded to include digital lending.  

B: Technology & Data Requirements 

(3.4.3.3) 

i) ‘Travel rules10’ need to be refined for better comprehension of the 

payment transaction. 

 

ii) Banks shall monitor accounts regularly operated from a different/ 

overseas IP address which is not consistent with the KYC profile 

of the account holder. 

(4.4.2.1) 

i) RBI to lay down baseline technology standards for DLAs which 

will include: 

a. Secure application logic i.e. technical specifications of the 

DLA to ensure security of applications running on mobile 

phones, proper authentication, input validation, clear 

access rules, measures to ensure protection of sensitive 

data, etc. 

b. Keeping auditable log of every action that user performs 

along with their IP address and device information 

c. Monitoring of transactions being undertaken through DLA 

d. Multi-step approval for critical activities undertaken on the 

DLA 

 

ii) DLAs should mandatorily reflect these standards in the terms of 

                                            
10 Narration of payment transactions through any digital mode i.e. information collected, retained and involved in 
fund transfer transactions initiated on behalf of customer 
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ANNEX - III 
Recommendations for consideration of the Government of India 

 
 

Legal & Institutional Framework 
 

Para of 
the WGDL 
Report for 
Reference 

 

Gist of the Recommendations 

(3.4.1.1) 

Balance Sheet Lending using DLAs to be restricted to REs of RBI 

and to entities registered under any other law for specifically 

undertaking lending business.  

(3.4.2.5) 

Government may consider framing a legislation for Banning of 

Unregulated Lending Activities (BULA) which would cover all entities 

not authorized by RBI and not registered under any other law for 

specifically undertaking public lending.  

(3.4.2.1)/ 

(4.4.2.1) 

To ensure that only authorised and trusted DLAs are used by 

consumers, an independent body styled as Digital India Trust Agency 

(DIGITA) should be set up. DIGITA shall discharge the functions of 

verifying DLAs before such apps can be publicly distributed through 

app store. Eligible apps not carrying the ‘verified’ signature of DIGITA 

should be considered as unauthorized for the purpose of law 

enforcement. 

(3.4.3.3) 

To ensure information sharing on unscrupulous DLA and lenders, it is 

proposed that: 

i) relevant inputs from proposed Digital Intelligence Unit of 

Government, existing Telecom Analytics for Fraud 

Management and Consumer Protection, Telecom Commercial 

Communications Customer Preference Regulations 2018 are 

made available to respective supervisors of digital lending 

segment of FinTech and their REs, to help them in enhanced 

due diligence. 

 

ii) Setting up of a National Financial Crime Record Bureau, like 

National Crime Records Bureau, with a data registry similar to 

crime and criminal tracking network and systems, which is 

accessible to REs.  



17 
 

 

iii) Exploring leveraging of the channel of Financial Intelligence 

Network (FINNET) of Financial Intelligence Unit – India (FIU-

IND) for supplementing the due diligence/ onboarding of 

borrowers and LSPs by REs. 

 

iv) The local law enforcement/ police agencies must proactively 

carry out surveillance so that no unauthorized call center 

operates in, or spoofing/ conversion of VoIP to GSM calls, etc. 

originate from sites under their jurisdictions.  

(3.4.3.2) 

i) The KYC rigor for issuance of new/ replacement SIM cards 

should be strengthened and the mobile network operators 

should be held accountable for any violation and 

shortcomings. 

 

ii) For early identification of shell finance companies and finance 

companies with proxy directors or opaque beneficial owners: 

a) Registrar of Companies may consider enhancing the use 

of digital technology and multiple data sources which 

should be followed up with suitable action as per law or 

reference to concerned agency for further action.  
 

b) Registrar of Companies may also consider making suitable 

arrangements for real time data sharing with RBI on the 

de-listing of such shell companies to enable RBI to take 

further action.  
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service. Further it should be ensured that apps have specific 

technological safeguards to prevent frauds like sanction of loans 

on stolen identity, data breaches, etc. 

(4.4.2.3) 

i) REs to ensure that the algorithm used for underwriting is based 

on extensive, accurate and diverse data to rule out any 

prejudices. Further algorithm should be auditable to point out 

minimum underwriting standards and potential discrimination 

factors used in determining credit availability and pricing. 

 

ii) Digital lenders should adopt ethical AI which focuses on 

protecting customer interest, promotes transparency, inclusion, 

impartiality, responsibility, reliability, security and privacy. 

(4.4.3.2) 
REs to ensure measures related to data privacy and security at the end 

of SMS gateways/ SMS service providers before onboarding them. 

C: Regulatory Framework 

(3.4.3.1) 

The recommendation pertaining to First Loss Default Guarantee (FLDG) 

is under examination with the Reserve Bank. Meanwhile, REs shall 

ensure that financial products involving contractual agreement, in which 

a third party guarantees to compensate up to a certain percentage of 

default in a loan portfolio of the RE, shall adhere to the extant guidelines 

laid down in Master Direction – Reserve Bank of India (Securitisation of 

Standard Assets) Directions, 2021 dated September 24, 2021. Boards of 

REs shall ensure that the extant regulatory instructions are complied 

with in both letter and spirit.  

(3.4.1.3) Regulatory framework for web-aggregator of loan products to be framed. 

(3.4.3.2) 

In order to pre-empt any unscrupulous practice by NBFCs, who have 

been granted Certificate of Registration with provision of digital lending 

but who have not been carrying out such activity for a reasonably long 

period, their Certificate of Registration may be reviewed with an 

appropriate supervisory follow-up. 

(3.4.4.1) 

Appropriate periodical returns from REs may include digital lending data 

and (attempted) frauds in digital lending space so as to specifically 

capture crucial MIS. 

D: Legal & Institutional Framework 

(3.4.2.4, 

3.4.1.2,  

A Self-Regulatory Organisation (“SRO”) covering REs and DLAs/LSPs 

in the digital lending ecosystem to be set up which will take up following 

https://www.rbi.org.in/Scripts/BS_ViewMasDirections.aspx?id=12165
https://www.rbi.org.in/Scripts/BS_ViewMasDirections.aspx?id=12165
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5.4.1.1, 

5.4.1.3, 

5.4.4.2, 

5.4.4.3) 

functions along with others as specified: 

i) framing a code of conduct for recovery 

ii) framing a model standardised LSP agreement for balance sheet 

lenders 

iii) to put in place a Code of Conduct for responsible advertising and 

marketing standards, to be adopted by all the DLAs.  

iv) frame institutional mechanism for training and accreditation of 

recovery agents in consultation with RBI.  

v) maintaining ‘negative list’ of LSPs which are non-compliant with 

regulatory and statutory provisions, engaged in unfair practices 

including but not limited to use of false statements, harassment, 

unauthorized sharing of credit information, etc.  

(5.4.4.3) 
REs are required to report LSPs engaged in unfair practices or in breach 

of regulatory norms to SRO for inclusion in negative list.  

(5.4.1.1) 
DLAs are required to adopt responsible advertising and marketing 

standards and should refrain from making misleading claims. 
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